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Once-the.rockets/are-up..who/
cares-where.they/
come.down.That's
N.O-T/MY-D/E.PA/R.T-ME-N/T.
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Telecomunicaciones
Indígenas Comunitarias
Oaxaca
Projet de Réseau GSM associatif autogéré
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rhizomatica.org

The Serval Project is a small team of 
academics, contracted engineers and students in 
the Resilient Networks Lab of Flinders 
University in South Australia, developing 
revolutionary, free, open-source software for 
mobile telephones.

http://www.servalproject.org/
http://www.servalproject.org/
http://www.servalproject.org/about/the-team
http://www.servalproject.org/about/the-team
http://developer.servalproject.org/dokuwiki/doku.php?id=content:flinders_university
http://developer.servalproject.org/dokuwiki/doku.php?id=content:flinders_university
http://developer.servalproject.org/dokuwiki/doku.php?id=content:flinders_university
http://developer.servalproject.org/dokuwiki/doku.php?id=content:flinders_university


 2012- 29C3 - Not my department

Serval 
Project au 
Vanuatu
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Modern civilization unconditionally depends on information systems. It 
is paradoxical but true that ICS/SCADA systems are the most insecure 
systems in the world. From network to application, SCADA is full of 
configuration issues and vulnerabilities.

SCADA Strangelove
or: How I Learned to Start Worrying and Love Nuclear Plants
Denis Baranov, Gleb Gritsai and Sergey Gordeychik

(supervisory control and data acquisition)

https://media.ccc.de/search?q=Denis+Baranov
https://media.ccc.de/search?q=Denis+Baranov
https://media.ccc.de/search?q=Gleb+Gritsai
https://media.ccc.de/search?q=Gleb+Gritsai
https://media.ccc.de/search?q=Sergey+Gordeychik
https://media.ccc.de/search?q=Sergey+Gordeychik
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But like any software, Scada systems are susceptible to hacking and computer viruses. And for 
years, security specialists have warned that hackers could use remote access to these systems to 
cause physical destruction.
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Contactless smartcards have become widespread 
for applications such as ticketing, access control, 
identification and payments. Side-channel analysis 
(SCA) is a powerful type of passive 
implementation attack that enables to extract the 
secret keys of cryptographic devices. At the 
example of NXP's Mifare DESfire MF3ICD40 
smartcards we demonstrate that SCA attacks can 
be applied to cryptographic RFID devices: By 
exploiting the electro-magnetic information 
leakage of the cards, its cryptographic keys are 
revealed.

We introduce our open-source tools for analyzing 
contactless smartcards, i.e., an ISO 14443 RFID 
reader (http://sourceforge.net/projects/
reader14443) and the card emulator Chameleon 
(http://sourceforge.net/projects/chameleon14443). 
We then present the probably worst realization of a 
commercial contactless payment system ever and 
detail on various real-world attacks on this 
widespread (in Germany) system, e.g., how to 
'milk the digital cash cow' by modifying the credit 
balance and convert zeros and ones into real 
money.
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The ultimate Galaksija talk
Everything about a Yugoslavian microcomputer halfway between a TRS-80 and a ZX 80
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Privacy International, 
Agentura.Ru, the Russian 
secret services watchdog, and 
Citizen Lab have joined forces 
to launch a new project 
entitled 'Russia’s Surveillance 
State'. 
The aims of the project are to 
undertake research and 
investigation into surveillance 
practices in Russia, including 
the trade in and use of 
surveillance technologies, and 
to publicise research and 
investigative findings to 
improve national and 
international awareness of 
surveillance and secrecy 
practices in Russia.
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Ouverture de Limesco
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To date, remote vehicle communications have provided little in 

the way of privacy. Much information and misinformation has 

been spread on what the system is and can do, especially within 

the information security community. The recent field trial in the 

US of a connected vehicle infrastructure raises the level of 

concern amongst all who are aware of existing privacy issues.
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EveryCook
Cooking gets digital
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http://www.windytan.com/
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ressources :

Blog des événements actuels du CCC:                              https://events.ccc.de

Site des congrès:                https://events.ccc.de/congress/2012/wiki/Main_Page

Vidéos des conférences:                                                    https://media.ccc.de

https://events.ccc.de
https://events.ccc.de
https://events.ccc.de/congress/2011/wiki/Main_Page
https://events.ccc.de/congress/2011/wiki/Main_Page
https://media.ccc.de
https://media.ccc.de

